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Executive	  Summary	  

Main objective of the study 
The main objective of this study is to identify possible focus areas and measures to promote 

further IT penetration in the forestry sector in the FLEG II countries based on an assessment of the 
contemporary state of the use of information and communication technologies (ICT) in the field of 
state forest administration. In particular, one of the work stages dealt with determining the readiness of 
state forest administration systems of the FLEG II countries for improvement of the used and roll out 
of new ICTs, which would help to improve the efficiency and quality of forest governance functions 
and business processes. 

The study did not aim to evaluate the efficiency of the used ICTs in particular aspects of forest 
governance or to provide any country rankings, and did not extend beyond the public institutions of the 
forestry sector. 

The main outputs of the study are expert recommendations on the possible areas of further 
development of information management and information and communication technologies in the field 
of state forest administration provided separately for each participating country in the form of draft 
road maps.  The outputs of the study are intended to inform forest sector administrations in the FLEG 
II countries and other stakeholders of the actual experiences with ICT implementation, to help them 
better understand the need and paths forward for promotion of further IT penetration in the forestry 
sector.  

Research methodology  
The study was conducted using the method of systemic analysis of data derived from the review 

of information available in the media and scientific literature, in-person meetings with and 
questionnaire surveys of representatives of forest management bodies, their subordinate organizations 
and other stakeholders, as well as from consultations with the IT specialists of the St. Petersburg 
Forestry Research Institute, other experts and World Bank consultants. 

In the first phase of the work, the current institutional and functional framework of state forest 
management bodies was further detailed and the organizations engaged in the ICT development, 
implementation and support were identified. 

The second phase collected and analyzed the experiences with the use of ICT in the forestry 
sector in the FLEG II countries, as well as in a number of EU countries (UK, Sweden, Latvia) and 
international organizations and institutions (FAO, Global Forest Watch, the European Forest Institute). 

In the third phase, the readiness of state forest administration systems in the FLEG II countries 
for improvement of the used and roll out of new ICTs was assessed and analyzed. For this purpose, a 
special questionnaire (Annex 1) was developed and surveys were conducted in the participating 
countries. Based on the data collected from the questionnaires, consultations and surveys and drawing 
on the proposals received from representatives of forest management bodies, their subordinate 
organizations and stakeholders, forward looking roadmaps were drafted to promote the use of ICT in 
the forestry sector for each participating country (Annex 3).  
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Institutional framework of state forest administration  
The hierarchical structure of the executive authorities and institutions engaged in the state forest 

administration configures the directions of information flows at different governance levels and across 
them. The contemporary state forest administration entities in each and all FLEG II countries were 
created on the basis of a once common model of forest governance that existed in the former Soviet 
Union and therefore share many common features. This similarity is dictated, first of all, by the tenure 
rights over forest land and forest resources, which are owned exclusively by the state in the majority of 
the FLEG II countries. Private ownership of forests exists on a small scale only in Moldova and 
Ukraine.  

The main common feature is a multi-level hierarchical structure of state forest administration 
with a clear separation of control functions between the central (national, federal) agencies, their 
subordinate organizations, and regional and municipal forest management bodies. The greatest 
changes in the forest governance structure in the post-Soviet period took place in the Russian 
Federation due to the decentralization of the federal government functions and the transfer of a 
considerable part of the powers to the constituent entities of the Russian Federation. In Ukraine, the 
process of reorganization of the state forest management bodies is currently underway. 

Overview	  of	  ICTs	  applied	  in	  state	  forest	  administration	  	  
All of the studied countries have recently shown positive momentum in terms of increasing the 

use of modern ICTs in the field of state forest administration. Due to the objective dissimilarity of 
forest policy objectives and relevance of the challenges faced by the authorized state bodies, the 
priorities of ICT implementation in the field of state forest administration also vary. However, a 
common feature shared by all the participating countries is that the forest governance segment most 
“intensive” in terms of ICT implementation is “Forest Inventory”, which uses modern GIS and ERS 
(Earth remote sensing) technologies, as well as various applications for automation of mapping 
processes and management of forest resources databases. In terms of the level of ICT penetration in 
operating processes, this segment is followed by “Forest Monitoring” and “Forest Administration”. 
ICTs are least used as yet in the activities related to “Conservation and protection of forests” and 
“Education and promotion of sustainable forest management”. 

In addition, analysis of the ICTs used in the FLEG II countries shows that, as of today, decision 
support systems (DSS) based on multiple-criteria modeling (MCDM) of various environmental and 
socio-economic business scenarios still remain underdeveloped. Some DSS are used only for decision-
making in the event of forest fires (Russian Federation, Belarus, and Ukraine), but even these are 
applied on a limited basis. 

Evaluation of ICT application in the main building blocks of forest governance  
The World Bank’s report “Roots for Good Forest Outcomes: An Analytical Framework for 

Governance Reforms” (2009) [1] formulated 5 building blocks of forest governance, a combination of 
components and sub-components of which can ensure sustainable development of the forestry sector in 
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the longer term. This study analyzed ICT use in different building blocks in various FLEG II countries, 
which resulted in the following general conclusions: 

1. In the building block of “Transparency, Accountability, and Public Participation”, the most 
common among possible ICT applications were websites and social networks, which are 
used for information campaigns and disclosure of selected publications on forestry. ICTs are 
not used in such innovative areas as crowdsourcing and participatory mapping. These areas 
could enhance the effectiveness of forest governance in such important and complex aspects 
as identification and support of the attributes of high environmental and socio-cultural 
values, conservation of biodiversity (especially of rare species), prevention of forest fires, 
etc. 

2. In the building block of “Quality of Forest Administration”, ICTs are most actively 
implemented in the areas of forest inventory, digital mapping and accounting. ICTs related to 
the assessment of forest canopy and carbon stocks using a laser scanning technology 
(“LiDar”) have not been applied in practice. In the areas of forest planning, rapid detection of 
forest fires and forest monitoring, ICTs are actively used only in the Russian Federation, 
Belarus and Ukraine. 

3. In the building block of “Coherence of Forest Legislation and Rule of Law”, each and all 
FLEG II countries use ICT to communicate regulatory and legal information to the 
participants of forest relations, the stakeholders and the public. Most countries use ICT for 
timber tracking, although this basically represents accounting of the harvested and sold 
timber, or (for example, in Russia) tracing the origin and change of ownership of roundwood 
shipments, rather than tracking timber flows. Individual examples of ICT use have been 
observed in the areas of GPS-tracking of vehicles (Ukraine) and online services for reporting 
offenses (Russia). 

4. The building block of “Economic Efficiency, Equity, and Incentives” is, for no good 
reason, the most “unpopular” one from the perspective of ICT use. Only the Republic of 
Belarus practices trading through the electronic exchange, e-auctions and Internet fairs. Other 
possible areas, such as transport logistics management, mobile applications for payment for 
services or carbon assessments, etc., are not yet developed. 

Evaluation of conditions for further development of ICT in the forestry sector 
The ICT improvement process depends on a number of factors and conditions, the main of which 

are as follows: 
1. Existence of the state policy on the use of digital information in the country, as well as 

programs and/or plans for increasing IT penetration in the forestry sector.  
2. Existence of the legal framework to enable ICT use in potential forest governance areas.  
3. Internet accessibility (including nationwide coverage) and connection speed.  
4. Availability of modern hardware and technical facilities to forest management bodies and/or 

the existence of technical upgrading plans.  
5. Staff competence and qualifications as pertains to modern ICT. 
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A comprehensive analysis of the above factors in the FLEG countries shows that the differences 
in the conditions between the participating countries are not so great due to the common historical 
roots, inertia of the implemented government reforms, as well as the ongoing political and economic 
integration processes. For example, with respect to the E-Government development index, all the 
participating countries rank above the world average. Nevertheless, all the participating countries 
scored in this index much lower than the UK and Sweden. 

In another composite ICT Development Index (IDI) made up of 11 different indicators, the 
countries also demonstrate uniformity and lack of significant differences. At the same time, the IDI 
dynamics speaks to the fact that the differences between countries are rapidly increasing. Two 
countries - Belarus and Georgia – stand out in terms of having improved their global IDI rankings 
between 2012 and 2013. 

In general, the status and aggregate characteristics of the above factors influenced the choice of 
areas and measures that were included in the draft road maps for promotion of IT penetration in the 
forestry sector. 

Possible areas and measures for ICT development in the forestry sector of the 
FLEG II countries  
When drafting the roadmaps outlining potential areas and measures to promote ICT 

development, the project team took into account the suggestions made by representatives of forest 
governance bodies, their subordinate organizations and stakeholders during the in-person meetings and 
in the course of questionnaire surveys. Some of the recommended areas and measures are proposed 
based on the analysis of ICT implementation issues in a particular FLEG II country and successful 
experience with the use of ICT in the forestry sector to address similar forest governance problems.  

At large, the roadmaps reflect common problems (constraints) and solutions thereto, as well as 
country-specific measures seeking to increase IT penetration in the forestry sector. For a number of 
countries with the closest baseline conditions for ICT development and similar forest policy objectives, 
such as the South Caucasus countries (Armenia, Azerbaijan, and Georgia), the key areas of ICT 
development and most of the recommended measures are more or less alike. For other FLEG II 
countries, the proposed areas and measures are more specific. 

The greatest number of measures (25) are recommended to address the insufficient ICT 
competence skills of forest agency staff. This suggests that competence development issues are a 
priority for all the FLEG II countries. Legal framework imperfections, i.e., failure to cover or 
inadequate coverage of aspects related to the use of modern ICTs, come in a close second in terms of 
number (23)  

Next, well behind the first two but in close proximity to one another, there come measures aimed 
at addressing the problems of weak ICT infrastructure and lack of strategy/program for increase of ICT 
use in the forestry sector (ranking 15 and 12, respectively). 

The most universal measures that were proposed for 4 and more FLEG II countries were as 
follows: 

1. Purchase modern hardware and technical facilities through tender-based procurement.  
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2. Perform ICT audit to determine the availability and specifications of hardware and 
software; all the forest governance functions and processes that are either covered or not 
covered by ICTs; priorities for design and roll out of purpose-built applications and 
forestry sector information systems.  

3. Develop a strategic plan and/or program for promotion of IT penetration in the sector.  
4. Develop a modular training program for targeted categories of forest professionals on 

ICT topics.  
5. Create incentives, in particular, by changing the pay system, to attract specialists skilled 

in the use of ICT to the forestry sector  

General conclusions and recommendations  
The process of implementation and use of ICT is not an end in itself. It makes sense only when 

the effect from the ICT implementation helps to reduce labor inputs and resources for the 
implementation of specific management functions or business processes, reduces their cost and/or 
significantly improves performance with the same level of effort and costs. If ICT implementation 
creates data flows that overlap and/or run in parallel and independently of each other, the effect from 
the ICT use will be counterproductive, i.e., it will increase the level of effort, the costs and negatively 
impact the performance. Therefore, any information system development in the field of state forest 
administration should start with revision of the sectoral reporting and exclusion of data, the need for 
which is not supported by regulatory standards guidelines governing the contents of forest 
management activities. Everything that is not relevant for the society should be discarded. 

In order to manage the process of IT penetration in the sector in a consistent manner, it is 
necessary to carry out a set of general coordinated measures. Within the forest governance system, a 
system of these measures may be presented in the form of road maps modeled after the ones that were 
drafted for the FLEG II countries.  

The designed road maps should be regarded as a preliminary (“first draft”) version of a plan for 
ICT development in the field of state forest administration, which can be used as a basis for further 
elaboration by local experts and stakeholders in each country, provided that such work is deemed 
relevant. To facilitate this work, a universal Roadmap Designer for Promotion of IT Penetration in 
the Forestry Sector was developed and proposed at the country level, which includes possible focus 
areas and measures, including the ones that were left out from the recommended country-specific road 
maps (Table 8 in Annex 3). 
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Introduction	  

Report	  objectives	  and	  structure	  	  
This Report presents the findings of the study of the current status and the state of ICT use in 

forest administration of the FLEG II countries: Armenia, Azerbaijan, Belarus, Georgia, Moldova, 
Russian Federation, and Ukraine. The study examined the contemporary state of ICT use in these 
countries, as well as the lessons learned and best practices of ICT implementation in the field of state 
forest administration in some EU countries and international organizations. The study did not aim to 
evaluate the efficiency of the used ICTs in particular aspects of forest governance or to provide any 
country rankings. 

Based on the analysis of data collected, the report presents expert recommendations on the 
potential areas of development of information management and information and communication 
technologies separately for each participating country. Furthermore, the authors have endeavored to 
ensure that the presented information should help forest sector administrations in FLEG II countries 
and other stakeholders better understand the need for improvement of the existing ICTs and 
development of new ones, as this activities currently constitute an important component of sustainable 
forest management. 

The report is intended for representatives of national forestry agencies and their partners, but can 
also be useful for a wider audience, including participants of forest relations and other stakeholders. 
The report does not provide out-of-the-box recipes and solutions to the existing specific problems, but 
rather shows the current status, success stories and current practices, the knowledge of which could be 
useful to guide the use and improvement of ICTs in the forestry sector of the FLEG II countries. 

Currently, the use of ICTs in the forestry sector represents a fairly extensive area, which is not 
limited to the actual field of state  forest administration. Selected ICTs are successfully applied both by 
forest agencies and other institutions, such as private businesses, academic institutions, and non-
governmental organizations. However, the focus and, accordingly, the results of the study cover 
mainly the sphere of state administration, specifically pertaining to internal information systems and 
communication technologies used in forest governance, silvicultural and business processes, as well as 
for communication with other participants of forest relations and the general public. 

This is precisely why Section 1 of the Report deals with the general characteristics and specific 
features of the institutional entities in the field of state forest administration in FLEG II countries, who 
own and/or use ICTs, configure the directions of information flows and determine the basic needs and 
expectations of ICT end-users at various hierarchical levels of these systems.  

Section 2 of the Report provides a brief overview of the ICTs applied in FLEG II countries, 
selected EU countries (UK, Sweden, Latvia), as well as by such international organizations and 
institutions as FAO, Global Forest Watch and the European Forest Institute. It should be emphasized 
that the authors aimed to maximize the coverage only of those ICTs, which are used at various levels 
of national forest administration systems and applied to support governance and forest management 
functions in the FLEG II countries. In addition to the above, the baseline general assumption was that 
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the MS Office package, publicly available Internet data network and e-mail were used to a certain 
degree in all countries and at all forest governance levels. This fact was established during the 
interviews and the questionnaire surveys. Case studies of ICT usage in the above EU countries and 
international organizations are given only to show the diversity of approaches and possible paths 
forward for improving information management and communication technologies, which have been 
developed to a sufficiently high standard in these countries and organizations [3]. 

Section 3 of the Report presents an analysis of the ICTs used in the main building blocks of 
forest governance in the FLEG II countries, as they are understood by the World Bank [1]. Based on 
comparative analysis, possible forest governance areas and dimensions are identified, where ICTs are 
currently not used or their use is limited and can be significantly increased building on the existing 
best practices. 

Section 4 is dedicated to assessment of readiness of the FLEG II countries to increase the use 
ICTs (“e-readiness”). It presents the results of a selective survey of forestry agencies and their 
subordinate organizations concerning the availability of modern hardware and technical facilities, 
qualified personnel, high-speed internet, etc. This section also provides a brief overview of the state 
policies and legislation in the ICT field in the FLEG II countries, which ensure an enabling 
environment and create opportunities or, on the contrary, impede the improvement and development of 
ICTs in state forest administration. 

The results of the analysis and assessments, which are given in Sections 2 - 4, informed the draft 
national roadmaps for strengthening e-readiness in the FLEG II countries that are presented in Section 
5 of the Report. 

The final Section 6 presents general conclusions and proposals related to possible plans and 
activities that can be carried out within the framework of the FLEG II Program or as part of other 
initiatives and projects of partner organizations. 
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1. Institutional	  framework	  of	  forest	  governance	  in	  the	  FLEG	  II	  countries	  	  
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3. Assessment	  of	  ICT	  use	  in	  the	  main	  building	  blocks	  of	  forest	  governance	  	  

4. Assessment	  of	  conditions	  for	  further	  development	  of	  ICTs	  in	  the	  
forestry	  sector	  
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sectors	  of	  the	  FLEG	  II	  countries	  

Annex	  1	  

Annex	  2	  
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Annex	  3	  

Table	  1:	  Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Azerbaijan	  	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework  

Amend the Law of the Azerbaijan Republic 
“On electronic signature and electronic 
document”  

Digital signature is legally valid  
National 

Development of 
agency-level 
regulations  

Identify steps to establish ICT audit 
systems and information/data integrity and 
security systems  

A single ICT audit / information integrity and 
security procedure has been introduced for 
all government entities  

National 

Weak ICT 
infrastructure: gaps in 
Internet access 
provision in rural 
areas 

Strategic planning  Assess and prioritize needs in broadband 
services  

Priorities have been established with 
respect to investments in the development 
of broadband communication 

National 

Development of a 
civilized market of 
information services  

Take action to further liberalize the market 
of broadband services  

Market incentives to attract investments 
and new players to the broadband market 
have been created 

National 

Development of market 
incentive mechanisms  

Provide tax incentives and/or lending 
schemes for operators of projects providing 
broadband services in rural areas  

Incentives for investment in the 
development of broadband communication 
in rural areas have been strengthened 

National 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning and 
target programming 

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National 

Develop a strategic plan and/or program for 
promotion of IT penetration in f the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of 

The upgraded ICT infrastructure meets the 
requirements of modern software  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

technical facilities  ICTs in line with the established priorities  

Underdeveloped 
sectoral elements of 
the e-governance 
system  

Development of the e-
governance system 

Design a forest portal  
Access to information about forests and 
public services in the field of forest 
governance has been Increased 

National 

Create a system of legal information on 
forest governance issues on the forest 
portal  

Access to legal information has been 
Increased 

National 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Development of 
institutional framework 
for staff training for the 
forestry sector  

Create a centralized facility for staff training 
and continuing professional education  

A specialized facility for enhancement of 
the human capacity of forest sector 
professionals, in particular, in the use of 
ICTs, has been created 

National 

Staff training and 
continuing professional 
education 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National 

Conduct training courses for public sector 
employees based on the developed 
programs  

The ICT competence level of public sector 
employees has been increased 

National, Regional and 
Local  

Strengthening of 
human capacity  

Create incentives, in particular, by 
changing the pay system, to attract 
professionals skilled in the use of ICTs to 
the forestry sector 

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

National, Regional and 
Local  

Insufficient ICT 
competence and skills 
of target populations 
concerned with forests 

Strategic planning  Develop a communication 
strategy/program for community outreach  

Strategy/program for promotion of IT 
penetration in the forestry sector contains a 
section “Communication strategy", which 
includes such components as "Public 
education" and "Community feedback"  

National 

Community 
involvement in forest 
governance  

Develop and implement mobile 
applications for crowdsourcing in the field 
of forest governance  

The public is able to participate in forest 
governance through mobile applications 
and crowdsourcing technology  

National 

Advocacy and Conduct campaigns to inform and educate The level of public awareness and State level, Regional 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

educational outreach  the public on ICT matters  knowledge of ICT uses has increased and Local level 

Develop educational gaming applications 
on forest issues for children and 
adolescents  

The younger generation is able to receive 
information on forests and acquire ICT 
competence and skills while playing 

National 

Lack of scientific 
support for the 
process of IT 
development in the 
forestry sector  

Development of 
research on IT 
penetration in the 
forestry sector  

Stimulate R & D in ICT development and 
implementation in the forestry sector 
through public contracts and grant 
programs  

Sectoral research projects in the field of in 
ICT development and implementation in the 
forestry sector are underway 

National 
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Table	  2	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Armenia	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
system of agency-level 
regulations  

Develop agency-level regulations and 
procedures related to ensuring data 
integrity and information security, ICT 
audits, etc. 

Uniform information integrity and security 
regulation and ICT audit procedure, 
technical requirements (standards) for 
hardware and technical facilities have been 
introduced for all government entities of the 
forestry sector  

National 

Weak ICT 
infrastructure: gaps in 
Internet access 
provision in rural 
areas 

Policy-making and  
strategic planning 

Assess and prioritize needs in broadband 
services  

Priorities have been established with 
respect to investment in the development of 
broadband communication National 

Develop a strategy/program for 
development of telecommunication 
networks in rural areas in order to increase 
investment attractiveness and reduce costs.  

There is a policy and a long-term strategy 
for development of telecommunication 
networks, which promotes the development 
of a favorable investment climate for the 
development of broadband communication 
in rural areas.  

National 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning  

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National 

Develop a strategic plan and/or program for 
promotion of IT penetration in the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 
technical facilities  

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of ICTs 
in line with the established priorities  

The upgraded ICT infrastructure meets the 
requirements of modern software  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Development of the e-
governance system Design a forest portal  

Access to information about forests and 
public services in the field of forest 
governance has been Increased 

National 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Development of 
institutional framework 
for staff training for the 
forestry sector  

Create a centralized facility for staff training 
and continuing professional education  

A specialized facility for enhancement of 
the human capacity of forest sector 
professionals, in particular, in the use of 
ICTs, has been created 

National 

Staff training and 
continuing professional 
education 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National 

Strengthening of 
human capacity  

Create incentives, in particular, by changing 
the pay system, to attract professionals 
skilled in the use of ICTs to the forestry 
sector 

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

National 
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Table	  3	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  the	  Republic	  of	  Belarus	  	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for IT penetration  

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” constraining ICT 
usage have been identified which allows for 
liberalization of the regulatory framework as 
pertains to to ICT  

National 

Create a regulatory environment and 
incentives for introduction of new systems 
and applications  

Regulations creating a regulatory 
environment and incentives for introduction 
of the developed applications have been 
drafted and / or updated  

National 

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Sociological studies 

Conduct a sociological study to identify the 
needs of end-users in the provision of 
public services in the field of forest 
governance in electronic format  

A report containing the findings of the 
sociological survey of target groups with a 
list of public services in the forestry sector 
that are of high priority for end-users and 
consumers, as well as their indicating their 
level of readiness for receiving these 
services in electronic format. This 
information will help to identify specific 
areas for ICT development in the 
framework of “e-government”.  

National 
Conduct a sociological study to determine 
the level of readiness of various users and 
stakeholders for conversion of public 
services into electronic format  

Existence of pending 
ICT development 
projects  

Completion of the 
launched ICT 
development projects  

Measures depend on the monitoring results and the actual completion of activities under the 2014-2015 Program  

Insufficient level of 
automation of forest 
governance functions 
and business 
processes  

Development and 
introduction of new 
ICT systems and 
applications  

Study current international practices in the 
development and implementation of 
innovative ICT systems and applications, 
and analyze their applicability and potential 
effectiveness in the Republic of Belarus  

Analytical report with a rationale of the 
innovative ICT systems and applications 
recommended for implementation  

National 

Identify priorities for the development and 
implementation of systems and applications 
in the Republic of Belarus  

A list of priority information systems and 
applications  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Draft terms of reference and technical 
designs for development and / or adaptation 
of the selected systems and applications  

Technical documentation has been 
developed, which can be used to organize 
public procurement of services, as well as 
to conclude contracts for design services.  

National 

Design and pilot test the systems and 
applications  

Information systems and applications are 
ready for roll-out  National, Regional 
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Table	  4	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Georgia	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
system of agency-level 
regulations  

Develop agency-level regulations and 
procedures related to ensuring data 
integrity and information security, ICT 
audits, etc. 

Uniform information security regulations 
and ICT audit procedure, technical 
requirements (standards) for hardware and 
technical facilities, data archiving 
procedure, etc. have been introduced for all 
government entities of the forestry sector   
 

National	  

Weak ICT 
infrastructure: lack of 
Internet access in 
rural areas  

Strategic planning 
Implement the designed programs for 
provision of wireless internet access in rural 
areas  

Accessibility of the Internet in rural areas 
has increased  National	  

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning  

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National	  

Develop a strategic plan and/or program for 
promotion of IT penetration in the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 
technical facilities  

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of ICTs 
in line with the established priorities  

The upgraded ICT infrastructure meets the 
requirements of modern software  National	  
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Develop a model and procedures for 
technical support of ICT and/or create a 
technical support center within the National 
Forestry Agency  

A model and procedures for technical 
support have been developed.  The ICT 
infrastructure is duly maintained and 
upgraded periodically as required.  

National	  

Insufficient level of 
automation of forest 
governance functions 
and business 
processes  

Support and 
development of the e-
governance system  

Develop specialized software tools and 
applications enabling integration of GIS 
capabilities and crowdsourcing technology 
into forest portals.  

Forest portals are used for data analysis 
and layerwise modeling based on the 
implemented sustainable forest 
management practices.  

National	  

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Strengthening of 
institutional framework 
for staff training for the 
forestry sector  

Train instructors at the Environmental 
Information and Education Center on the 
use of ICT.  
Develop online learning and technical 
assistance programs  
 

Qualifications of the teaching staff and the 
general ability of relevant organizations to 
conduct training in the use of ICTs, 
including through the introduction of new 
(online) learning forms, meet modern 
requirements  

National	  

Staff training and 
continuing professional 
education 

Assess training needs 

Target groups of specialists of state forest 
administration agencies have been 
identified and their training needs have 
been determined 

National	  

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National	  

Conduct a series of training courses for 
employees of public sector organizations, in 
particular, for specialists of the ICT 
Technical Support Center  

Employees of public sector organizations 
engaged in forest governance have 
increased their level of competence and 
practical skills in the use of modern ICTs  

National, Regional and 
Local 
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Table	  5	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Moldova	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning 

Analyze the functions and processes of 
state forest governance to identify possible 
and priority areas for design of applications 
for automation of these functions and 
processes 

Possible areas for automation of forest 
governance functions and processes, 
including priority areas, have been 
identified  

Moldsilva Agency, 
ICAS 

Determine investment needs for upgrading 
the ICT infrastructure, and specifically for 
procurement of modern hardware and 
technical facilities.  

Investment needs for upgrading the ICT 
infrastructure and procurement of modern 
hardware and technical facilities have been 
determined.  

Develop and approve a strategy (program) 
for  promotion of IT penetration in the 
forestry sector  

An approved 	  strategy (program) for  
promotion of IT penetration in the forestry 
sector 

Weak ICT 
infrastructure 

Strengthening of ICT 
infrastructure 

Develop a list of hardware and technical 
facilities needed to carry out specific 
business processes and/or functions of 
state forest administration.  

There is a list of hardware and technical 
facilities needed to carry out specific 
business processes and/or functions of 
state forest administration, which can be 
included in the strategy (program) for 
promotion of IT penetration in the forestry 
sector.  

Moldsilva Agency, 
ICAS 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for IT penetration 

Develop common technical specifications 
(standards) for procurement of hardware 
and technical facilities for each equipment 
category and/or application.  

There are common specifications 
(standards), which may be used to organize 
public procurement of hardware and 
technical facilities.  

Moldsilva Agency, 
ICAS 

Weak ICT 
infrastructure 

Strengthening of ICT 
infrastructure 

Purchase modern hardware and technical 
facilities through tendering  

The necessary hardware and technical 
facilities have been purchased Moldsilva Agency 

Develop a model and procedures for 
technical support of ICT and/or create a 
technical support center within the 
Moldsilva Agency  

A model and procedures for technical 
support have been developed.  The ICT 
infrastructure is duly maintained and 
upgraded periodically as required.  

Moldsilva Agency , 
ICAS 

Insufficient level of 
automation of forest 
governance functions 

Development of  
automation of forest 
governance functions 

Develop and approve Terms of Reference 
(TORs) for design of applications for 
automation of priority forest governance 

TORs have been developed, which can be 
used to organize public procurement of 
services  

Moldsilva Agency, 
ICAS 
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and business 
processes 

and business 
processes  

functions and business processes  

Hold tenders for placing orders and design 
and pilot test the applications  

Service providers for design of applications 
have been identified. Among other things, 
the providers’ responsibilities include pilot 
testing, development of training materials 
and training of end users  

Moldsilva Agency 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for  promotion of IT 
penetration 

Create a regulatory environment for the roll 
out of the designed applications  

Regulations creating a regulatory 
environment and incentives for introduction 
of the designed applications have been 
drafted and / or updated 

Moldsilva Agency, 
ICAS 

Lack of a specialized 
structural unit for 
implementation of 
functions related to 
ICT development in 
the forestry sector 

Strengthening of 
institutional framework 
for  IT development in 
the forestry agency  

Create a specialized structural unit 
responsible for design and implementation 
of IT development policy for the forestry 
sector  

A structural unit (department, office, unit,  
center) has been formed within the central 
body of the Moldsilva Agency or the Forest 
Research and Management Institute 
(ICAS), which has been entrusted with the 
design and implementation of sectoral IT 
development policy and the implementation 
of ICT technical support  

Moldsilva Agency, 
ICAS 

Furnish the created structural unit with the 
necessary hardware and technical facilities  

Strengthening of 
human resource 
capacity  

Staffing of the created structural unit  

Specialists of the structural unit have a 
strong expertise in software and technical 
support of modern ICTs and can effectively 
carry out their functions  

Moldsilva Agency, 
ICAS 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revision of curricula of forest 
sector educational institutions to improve 
the quality of ICT education of future 
forestry professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

Moldsilva Agency, 
ICAS 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals 

A training program and training modules for 
forestry sector professionals, specific to 
their job (functions and responsibilities), 
have been developed 

Moldsilva Agency, 
ICAS 

Development of 
institutional framework 
for staff training for the 
forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals on the basis of 
relevant academic institutions and/or 
consulting organizations  

A system for continuous improvement of 
computer literacy of forestry professionals 
has been created on the basis of relevant 
academic institutions and/or consulting 
organizations 

Moldsilva Agency, 
ICAS 

Personnel policies 
Revise the qualification requirements for 
forestry professionals and managers, 	  
taking into account the need for ICT 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 

Moldsilva Agency, 
ICAS 
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knowledge and skills ICT usage, as well as on the decisions 
relating to the further development of ICT.  

Develop a system of incentives attract and 
secure qualified professionals in the sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

Moldsilva Agency, 
ICAS 
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Table	  6	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Russia	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Gaps in the agency-
level regulatory 
framework: suboptimal 
document 
management, 
reporting and 
information flow 
structure of the 
forestry agency 

Optimization of 
document 
management, agency-
level reporting and 
information flow 
structure 

Analyze the agency-level document 
management system to exclude redundant 
(“unnecessary”), duplicated and overly 
detailed information. 

Reduction of the amount of data collected 
and reflected in the agency-level statistics, 
and simplification of the structure of 
information flows has reduced labor inputs 
and facilitated automation of the process 

Federal Forestry 
Agency 

Develop optimized data lists for collection 
and analysis at each level of forest 
governance (from local forest districts to the 
Federal Forestry Agency (Rosleskhoz)) 

Optimized data lists and reporting forms for 
each governance level have been 
developed, which facilitates automation of 
the data collection and aggregation process 
and reduces information traffic. 

Develop customized forms for reporting and 
aggregation of data for transfer between 
governance levels 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Evaluation of ICT 
availability and 
effectiveness 

Perform ICT audit to determine the current 
status of the agency in terms of availability 
of hardware and technical facilities; the 
current state of information security; all the 
forest governance functions and processes 
that are either covered or not covered by 
ICTs; priorities for design and 
implementation of purpose-built 
applications and forestry sector information 
systems  

Report with ICT audit results 

Federal Forestry 
Agency, Ministry of 
Communications of the 
Russian Federation 

Analyze and evaluate the cost-
effectiveness of ICT use in the most labor- 
and resource-intensive processes of forest 
governance  

Analytical report evaluating the 
effectiveness of ICT use with recommended 
focus areas and measures to improve it  

Federal Forestry 
Agency 

Sociological studies 

Conduct sociological studies to identify the 
needs of end-users in the provision of 
public services in the field of forest 
governance in electronic format, as well as 
the level of readiness of various users and 
stakeholders for digitization of public 
services  

A list has been prepared specifying the 
public services in the forestry sector that 
are of high priority for end-users and 
consumers, as well as indicating their level 
of readiness for receiving these services in 
electronic format. This information will help 
to identify specific areas for ICT 
development in the framework of “e-

Federal Forestry 
Agency 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

government”.  

 Strategic planning and 
target programming 

Develop and adopt strategies and/or 
targeted programs for promotion of IT 
penetration in the forestry sector at the 
federal and regional levels  

Approved strategies and/or targeted 
programs for promotion of IT penetration in 
the forestry sector at the federal and 
regional levels  

Federal Forestry 
Agency, regional forest 
governance agencies 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 

Revise and expand the range of information 
and data that should be made available to 
the stakeholders and the public free of 
charge. Change the format of data 
provision. 

An extended list of available information 
and electronic formats of data provision (for 
example, the attribute data of forest 
inventory and vectorized cartography) 
create incentives for large-scale 
implementation and use of GIS technology 
in the forestry sector. 

Federal Forestry 
Agency, with the 
participation of 
stakeholders 

Develop sectoral standards and guides in 
order to standardize baseline data used by 
modern ICTs  

Uniform  sectoral standards and guides 
provide baseline conditions enabling 
integration of various ICTs and free data 
exchange 

Ministry of Natural 
Resources, Federal 
Forestry Agency, 
Ministry of 
Communications of the 
Russian Federation  

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” have been 
identified which allows for liberalization of 
the regulatory framework as pertains to ICT  

Federal Forestry 
Agency 

Develop and approve detailed guidelines to 
automate the processes of preparing 
mandatory forest planning documents  

Guidelines have been developed, which 
provide basic preconditions for designing 
applications for automation of the forestry 
planning processes   

Federal Forestry 
Agency 

Eliminate regulatory and legal restrictions 
on the work with cartographic information  

There are no restrictions on the work with 
cartographic information, which creates a 
favorable climate for development of small 
and medium-sized businesses in the field of 
forestry mapping and information services 
in the forestry sector and promotes the use 
of GIS. Increased competition results in 
lower costs and higher quality of the 
services provided. 

Federal Forestry 
Agency, Ministry of 
Natural Resources 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Lack of state support 
and incentives for 
development of the 
market of sectoral 
information services  

Creation of a favorable  
climate for 
development of a 
civilized market of 
information services in 
the forestry sector 

Develop and introduce tax benefits for IT 
companies, whose activities are related to 
ICT development and implementation in the 
forestry sector 

The investment climate is favorable for 
attracting investments into the development 
of new ICTs, hardware and software for use 
in the forestry sector.  

The RF Government, 
Federal Forestry 
Agency, Ministry of 
Communications of the 
Russian Federation  

Establish a mechanism to subsidize 
innovative projects relating to ICT 
development and implementation in the 
forestry sector 

Increase the accessibility of information, in 
particular photographic images and ERS 
data received from Russian satellites in the 
framework of programs financed from the 
budget of the Russian Federation  

Additional incentives for large-scale 
implementation of GIS technologies in the 
forestry sector have been created.  

Ministry of 
Communications of the 
Russian Federation, 
the Federal Forestry 
Agency, Federal 
Space Agency 
(Roscosmos)  

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revision of curricula of forest 
sector educational institutions to improve 
the quality of ICT education of future 
forestry professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

Ministry of Education 
and Science of the 
Russian Federation, 
Ministry of 
Communications of the 
Russian Federation, 
Federal Forestry 
Agency 

Develop modular training programs and/or 
training courses on ICT usage for forest 
sector professionals 

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

Federal Forestry 
Agency 

Development of 
institutional framework 
for staff training for the 
forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals (videos, regular 
themed columns in sectoral publications, 
etc.) on the basis of FBE “Saint-Petersburg 
Forestry Research Institute” or other 

A system for continuous improvement of 
computer literacy of forestry professionals 
has been created on the basis of existing 
academic institutions and/or consulting 
organizations   

Federal Forestry 
Agency 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

relevant academic institutions and/or 
consulting organizations  

Personnel policies 

Revise the qualification requirements for 
forestry professionals and managers, taking 
into account the need for ICT knowledge 
and skills 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 
ICT use, as well as on the decisions 
relating to the further development of ICT.  

Federal Forestry 
Agency 

Develop a system of incentives to attract 
and secure qualified professionals in the 
sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

Federal Forestry 
Agency, regional forest 
governance agencies 
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Table	  7	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Ukraine	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
and methodological 
framework for using 
ICT 

Revise and expand the range of information 
and data that should be made available to 
the stakeholders and the public free of 
charge, as well as the forms of information 
delivery` A legal framework has been established for 

making a significant part of information on 
forests and forestry publicly available. 
Forestry enterprises are able to recover the 
costs of preparing information upon 
request. The grounds for conflicts over 
restricted access to information have been 
eliminated. 

State Forestry Agency 

Assess information needs of the target 
groups and determine the list of information 
for open access publication and provision 
upon request  

State Forestry Agency, 
Ministry of Agrarian 
Policy, Ministry of 
Environment, Forestry 
Complex Associations 
and NGOs 

Develop a procedure for recovery of costs 
related to the provision of information upon 
request  

State Forestry Agency 
involving 
Ukrgoslesproekt and 
Ukrleskonsalting 

Analyze the agency-level document 
management system to exclude redundant 
(“unnecessary”), duplicated and overly 
detailed information. 

The conditions for introduction of electronic 
document management: systems have 
been created: problems associated with 
duplication of information and different 
approaches to coding and classification 
have been eliminated 

State Forestry Agency, 
State Statistical 
Committee (with the 
assistance of research 
institutes and design 
organizations) 

Harmonize the used national standards and 
classification codes with international ones 

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” constraining ICT 
usage have been identified which allows for 
liberalization of the regulatory framework as 
pertains to ICT 

State Forestry Agency, 
Ministry of Agrarian 
Policy (with the 
assistance of research 
institutes and design 
organizations) 

Weak ICT 
infrastructure Strengthening of ICT 

infrastructure 

Ensure that the state forest administration 
agencies, forestry enterprises and 
institutions have access to high-speed 
Internet  

State entities of the forestry sector at all 
levels have access to the Internet.  

State Forestry Agency, 
regional forestry and 
game management 
offices, forestry 
enterprises and 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Upgrade and legalize software  
The software of state entities of the forestry 
sector has been upgraded and is properly 
licensed  

organizations, subject 
to mandatory 
coordination of 
activities 

Purchase modern hardware and technical 
facilities necessary for ICT development  

The upgraded ICT infrastructure meets the 
requirements of modern software 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revise curricula of forest sector 
educational institutions to improve the 
quality of ICT education of future forestry 
professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

State Forestry Agency, 
Ministry of Agrarian 
Policy, Ministry of 
Education, with the 
active participation of 
forestry universities, 
colleges, retraining 
centers, as well as 
research institutes and 
design organizations 
of the forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals  

ICT competence and skills of forestry 
professionals contribute to higher 
effectiveness of ICT application in the forest 
governance system. 

Personnel policies 

Revise the qualification requirements for 
forestry professionals and managers, taking 
into account the need for ICT knowledge 
and skills 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 
ICT usage, as well as on the decisions 
relating to the further development of ICT.  

Develop a system of incentives to attract 
and secure qualified professionals in the 
sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Development of the e-
governance system 

Design the web-portal of State Forestry 
Agency and make the following  information 
available thereon:  
- state forest inventories;  
- Databases with information on the 
approved annual allowable cuts and issued 
felling permits;  
- Statistical and legal information. 

Access to information on forests and to 
public services in the field of forest 
governance has increased. Effectiveness of 
measures against corruption and other 
offences has been enhanced. 

State Forestry Agency, 
regional forestry and 
game management 
offices, Ministry of 
Agrarian Policy and 
Ministry of 
Environment 
(depending on the 
separation of functions 
in the course of the 
reform)  

Develop applications for provision of 
electronic administrative services related to 
certification, licensing, issuance of felling 
permits, registration of hunter’s cards, etc., 
through the portals  

Development of the e-
governance system 

Design the web-portal of the State Forest 
Company and make the following  
information available thereon: 
 - Information on the electronic reporting 
system for provision of data on forest 
management and financial performance;  
- Internet-based timber trading system 
- E-tendering system for the provision of 
services and public procurement. 

Access to information on forests and to 
public services in the field of forest 
governance has increased. Effectiveness of 
measures against corruption and other 
offences has been enhanced. 

State Forest Company 
(to be established in 
the first half of 2016) 

Develop communications within both 
entities  

Large number of 
pending ICT 

Completion of the 
launched ICT 

Complete the roll out of the Electronic 
Document Management System, taking into 

The investments in the creation of ICT-
based applications have started to pay off 

State Forestry Agency, 
regional forestry and 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

development projects  development projects account the deficiencies identified during 
the operation  

due to the improved quality of forest 
management and higher efficiency of timber 
sales.  

game management 
offices, forestry 
enterprises and 
organizations, subject 
to mandatory 
coordination of 
activities 

Improve the system for issuing of timber 
origin certificates harnessing the potential 
of ICTs   
Finalize and implement a field GIS for 
foresters  
Finalize the development of an interactive 
map of Ukrainian forests  
Improve the forest fire detection system 
with a view to operating it within a single 
forest company and utilizing the potential of 
modern ERS  
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Table	  8.	  	  Roadmap	  Designer	  for	  Promotion	  of	  IT	  Penetration	  in	  the	  in	  the	  Field	  of	  Forest	  Governance	  
ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

Gaps in the 
regulatory 
framework 

Introduction of electronic digital signature Electronic digital signature is legally valid 

Development of legal framework for ICT audit  A uniform ICT audit procedure has been introduced for all government 
entities  

Development of legal framework for data integrity and information 
security 

Regulatory standards for ensuring data integrity and information security 
are in place 

Revision of forestry rules and regulations to identify provisions that 
impede ICT implementation  

Regulatory “bottlenecks” constraining ICT usage have been identified 
which allows for liberalization of the regulatory framework as pertains to 
ICT  

Creation of a regulatory environment and incentives for introduction 
of new systems and applications  

Regulations creating a regulatory environment and incentives for 
introduction of the developed applications have been drafted and / or 
updated  

Development of common technical specifications (standards) for 
procurement of hardware and technical facilities for each equipment 
category and/or application  

There are common specifications (standards), which may be used to 
organize public procurement of hardware and technical facilities. 

Revision and expansion of the range of information and data that 
should be made available to the stakeholders and the public free of 
charge.  

An extended list of available information and electronic formats of data 
provision (for example, the attribute data of forest inventory and 
vectorized cartography) create incentives for large-scale implementation 
and use of GIS technology in the forestry sector  

Development of sectoral standards and guides in order to 
standardize baseline data used by modern ICTs  

Uniform  sectoral standards and guides provide baseline conditions 
enabling integration of various ICTs and free data exchange  

Development and approval of detailed guidelines to automate the 
processes of preparing mandatory forest planning documents  

Guidelines have been developed, which provide basic preconditions for 
designing applications for automation of the forestry planning processes   

Elimination of regulatory and legal restrictions on the work with 
cartographic information  

There are no restrictions on the work with cartographic information, 
which creates a favorable climate for development of small and medium-
sized businesses in the field of forestry mapping and information 
services in the forestry sector and promotes the use of GIS. Increased 
competition results in lower costs and higher quality of the services 
provided.  

Development of a procedure for recovery of costs related to the 
provision of information upon request  

There is a procedure for recovery of costs related to the preparation of 
public information available upon request, which ensures transparency 
of the information provision procedure  

Analysis of the agency-level document management system to 
exclude redundant (“unnecessary”), duplicated and overly detailed 
information 

Reduction of the amount of data collected and reflected in the agency-
level statistics, and simplification of the structure of information flows has 
reduced labor inputs and facilitated automation of the process  

Development of optimized data lists for collection and analysis at Optimized data lists for each governance level have been developed   
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

each level of forest governance (national, regional and municipal) 

Development of customized forms for reporting and aggregation of 
data for transfer between governance levels  

Reporting forms for each governance level have been developed, which 
facilitates automation of the data collection and aggregation process and 
reduces information traffic 

Harmonization of the used national standards and classification 
codes with international ones  

Problems associated with duplication of information and different 
approaches to coding and classification have been eliminated  

Weak ICT 
infrastructure 

Assessment and prioritization of needs in broadband services  Priorities have been established with respect to investments in the 
development of broadband communication  

Taking action to further liberalize the market of broadband services  Market incentives to attract investments and new players to the 
broadband market have been created  

Provision of tax incentives and/or lending schemes for operators of 
projects providing broadband services in rural areas  

Incentives for investment in the development of broadband 
communication in rural areas have been strengthened  

Development of a list of hardware and technical facilities needed to 
carry out specific business processes and/or functions of state forest 
administration 

There is a list of hardware and technical facilities compiled to support 
computerization of particular functions, business processes and/or 
workstations of specific professionals  

Purchase of modern hardware and technical facilities through 
tendering   

The upgraded ICT infrastructure meets the requirements of modern 
software  

Development of a strategy/program for development of 
telecommunication networks in rural areas in order to increase 
investment attractiveness and reduce costs 

There is a policy and a long-term strategy for development of 
telecommunication networks, which promotes the development of a 
favorable investment climate for the development of broadband 
communication in rural areas 

Implementation of the designed programs for provision of wireless 
internet access in rural areas  Accessibility of the Internet in rural areas has increased  

Development of a model and procedures for technical support of ICT 
and/or creation of a technical support center within the forestry 
agency  

A model and procedures for technical support have been developed.  
The ICT infrastructure is duly maintained and upgraded periodically as 
required.  

Upgrade and legalization of software  The software of state entities of the forestry sector has been upgraded 
and is properly licensed  

Lack of strategy 
for promotion of IT 
penetration in the 
forestry sector 

Performance of an ICT audit to determine the current status of the 
agency in terms of availability of hardware and technical facilities; the 
current state of information security; all the forest governance 
functions and processes that are either covered or not covered by 
ICTs; priorities for design and implementation of purpose-built 
applications and forestry sector information systems  

There is relevant data on the level of e-readiness of the sector 
(hardware and software availability and specifications). Priority ICTs for 
development and/or implementation in the forestry sector have been 
identified  

Development of a strategic plan and/or program for promotion of IT 
penetration in the sector  

There is a strategy/program for promotion of IT penetration in the 
forestry sector  
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

Analysis of the functions and processes of state forest governance to 
identify possible and priority areas for design of applications for 
automation of these functions and processes  

Possible areas for automation of forest governance functions and 
processes, including priority areas, have been identified  

Identification of investment needs for upgrading the ICT 
infrastructure, and specifically for procurement of modern hardware 
and technical facilities  

Investment needs for upgrading the ICT infrastructure and procurement 
of modern hardware and technical facilities have been determined 

Analysis and evaluation of the cost-effectiveness of ICT use in the 
most labor- and resource-intensive processes of forest governance  

Analytical report evaluating the effectiveness of ICT use with 
recommended measures to improve it  

Underdeveloped 
sectoral elements 
of the e-
governance 
system 

Sociological study to identify the needs of end-users in the provision 
of public services in the field of forest governance in electronic 
format, as well as the level of readiness of various users and 
stakeholders for digitization of public services  

A list has been prepared specifying the public services in the forestry 
sector that are of high priority for end-users and consumers, as well as 
indicating their level of readiness for receiving these services in 
electronic format. This information will help to identify specific areas for 
ICT development in the framework of “e-government”.   

Design of a web-portal Access to information on forests and to public services in the field of 
forest governance has increased 

Creation of a system of legal information on forest governance issues 
on the forest portal  Access to legal information has increased 

Development of applications for provision of electronic administrative 
services related to certification, licensing, issuance of felling permits, 
registration of hunter’s cards, etc., through the portals  

Access to information on forests and to public services in the field of 
forest governance has increased. Effectiveness of measures against 
corruption and other offences has been enhanced 

Insufficient level 
of automation of 
forest governance 
functions and 
business 
processes 

Study of current international practices in the development and 
implementation of innovative ICT systems and applications, and 
analysis of their applicability and potential effectiveness  

Analytical report with a rationale of the innovative ICT systems and 
applications recommended for implementation  

Development of specialized software tools and applications enabling 
integration of GIS capabilities and crowdsourcing technology into 
forest portals  

Forest portals are used for data analysis and layerwise modeling based 
on the implemented sustainable forest management practices 

Identification of priorities for the development and implementation of 
IC systems and applications  A list of priority IC systems and applications  

Development of terms of reference and technical designs for 
development and / or adaptation of priority IC systems and 
applications  

Technical documentation has been developed, which can be used to 
organize public procurement of services, as well as to conclude 
contracts for design services  

Conducting tenders for placing orders, design and pilot testing of IC 
systems and applications  

New IC systems and applications are ready for large-scale 
implementation  

Insufficient ICT 
competence and 
skills of the forest 

Creation of a centralized facility for staff training and continuous 
professional education, in particular, on the use of ICT within the 
forest agency  

A specialized facility for enhancement of the human capacity of forest 
sector professionals, in particular, in the use of ICTs, has been created  
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

agency specialists  Assessment of training needs Target groups of specialists of state forest administration agencies have 
been identified and their training needs have been determined  

Development of a modular training program on ICT subjects for target 
categories of forest sector professionals  

A training programs and training modules for forestry sector 
professionals, specific to their job (functions and responsibilities), have 
been developed  

Development of an online learning / technical assistance program  An online learning / technical assistance program for end-users of ICT 
has been developed  

Conducting training courses for employees of public sector 
organizations in line with the developed programs  

Qualifications of the teaching staff and the general ability of relevant 
organizations to conduct training in the use of ICTs, including through 
the introduction of new (online) learning forms, meet modern 
requirements  

Creation of incentives, in particular, by changing the pay system, to 
attract professionals skilled in the use of ICTs to the forestry sector  

The system of incentives allows for attracting and securing professionals 
with a high level of ICT competence and skills in the forestry sector  

Revision of the qualification requirements for forestry professionals 
and managers, taking into account the need for ICT knowledge and 
skills  

The revised qualification requirements, including those for managerial 
positions, will have a positive impact on the efficiency of ICT usage, as 
well as on the decisions relating to the further development of ICT 

Review and revision of the curricula of forest sector educational 
institutions to improve the quality of ICT education of future forestry 
professionals  

Educational background of future forestry professionals meets modern 
requirements pertaining to ICT competence and skills  

Creation of a system for continuous improvement of computer literacy 
of forestry professionals on the basis of relevant academic institutions 
and consulting organizations  

A system for continuous improvement of computer literacy of forestry 
professionals has been created on the basis of existing academic 
institutions and consulting organizations  

Insufficient ICT 
competence and 
skills of target 
populations 
concerned with 
forests  

Development of a communication strategy/program for community 
outreach  

Strategy/program for promotion of IT penetration in the forestry sector 
containing a section “Communication strategy", which includes such 
components as "Public education" and "Community feedback"  

Development  and implementation of mobile applications for 
crowdsourcing in the field of forest governance  

The public is able to participate in forest governance through mobile 
applications and crowdsourcing technology  

Campaigns to inform and educate the public on ICT matters The level of public awareness and knowledge of ICT uses has increased  
Development of educational gaming applications on forest-related 
issues for children and adolescents  

The younger generation is able to receive information on forests and 
acquire ICT competence and skills while playing  

Lack of a 
specialized 
structural unit for 
implementation of 
functions related 
to ICT 

Creation of a specialized structural unit responsible for design and 
implementation of IT development policy for the forestry sector  

A structural unit (department, office, unit,  center) has been formed 
within the forestry agency, which has been entrusted with the design and 
implementation of sectoral IT development policy and the 
implementation of ICT technical support   
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

development in 
the forestry sector 
Lack of state 
support and 
incentives for 
development of 
the market of 
sectoral 
information 
services 

Development and introduction of tax benefits for IT companies, 
whose activities are related to design and implementation of ICT in 
the forestry sector  

A favorable investment has been created for attracting investments into 
the development of new ICTs, hardware and software for use in the 
forestry sector.  

Establishment of a mechanism to subsidize innovative projects 
relating to development and implementation of ICT in the forestry 
sector  

A favorable investment has been created for attracting investments into 
the development of new ICTs, hardware and software for use in the 
forestry sector.  

Increased accessibility of information, in particular photographic 
images and ERS data funded from the public budget   

Additional incentives for large-scale implementation of GIS technologies 
in the forestry sector have been created 

Lack of scientific 
support for the 
process of IT 
development in 
the forestry sector  

Promotion of R & D projects in ICT development and implementation 
in the forestry sector through public contracts and grant programs  

Sectoral research projects in the field of in ICT development and 
implementation in the forestry sector are underway  
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About FLEG II (ENPI East) Program  
The Forest Law Enforcement and Governance (FLEG) II European Neighbourhood and Partnership 
Instrument (ENPI) East Countries Program supports participating countries’ forest governance. At the 
regional level, the Program aims to implement the 2005 St. Petersburg FLEG Ministerial Declaration and 
support countries to commit to a time-bound action plan; at the national level the Program will review or 
revise forest sector policies and legal and administrative structures; and improve knowledge of and support 
for sustainable forest management and good forest governance in the participating countries, and at the 
sub-national (local) level the Program will test and demonstrate best practices for sustainable forest 
management and the feasibility of improved forest governance practices at the field-level on a pilot basis. 
Participating countries include Armenia, Azerbaijan, Belarus, Georgia, Moldova, Russia, and Ukraine. The 
Program is funded by the European Union.  
http://www.enpi-fleg.org 
 

Project Partner 
	  

	  
	  

 EUROPEAN COMMISSION  
The European Union is the world’s largest donor of official development assistance. The 
European Commission’s Directorate General for European Neighbourhood Policy and 
Enlargement Negotiations (DG NEAR) manages the bulk of the Union’s financial and 
technical assistance to the neighbourhood and enlargement countries. By implementing 
assistance actions in Europe’s eastern and southern neighbourhood, DG NEAR supports 
reform and democratic consolidation, and strengthens the prosperity, stability and 
security around Europe. DG NEAR helps to promote EU values, policies and interests in 
this region, and to contribute to developing the special relationship of the EU with its 
neighbouring countries. 
http://ec.europa.eu/index_en.htm 

   
 

 
 WORLD BANK 

The World Bank Group is one of the world’s largest sources of knowledge and funding for 
its 188 member-countries. The organizations that make up the World Bank Group are 
owned by the governments of member nations, which have the ultimate decision-making 
power within the organizations on all matters, including policy, financial or membership 
issues. The World Bank Group comprises five closely associated institutions: the 
International Bank for Reconstruction and Development (IBRD) and the International 
Development Association (IDA), which together form the World Bank; the International 
Finance Corporation (IFC); the Multilateral Investment Guarantee Agency (MIGA); and 
the International Centre for Settlement of Investment Disputes (ICSID). Each institution 
plays a distinct role in the World Bank Group’s mission to end extreme poverty by 
decreasing the percentage of people living on less than $1.25 a day to no more than 3 
percent, and promote shared prosperity by fostering the income growth of the bottom 40 
percent for every country. For additional information please visit: 
http://www.worldbank.org, http://www.ifc.org, http://www.miga.org 

   
 

 

 IUCN 
IUCN, International Union for Conservation of Nature, helps the world find pragmatic 
solutions to our most pressing environment and development challenges. IUCN’s work 
focuses on valuing and conserving nature, ensuring effective and equitable governance 
of its use, and deploying nature-based solutions to global challenges in climate, food and 
development. IUCN supports scientific research, manages field projects all over the 
world, and brings governments, NGOs, the UN and companies together to develop 
policy, laws and best practice. IUCN is the world’s oldest and largest global 
environmental organisation, with more than 1,200 government and NGO members and 
almost 11,000 volunteer experts in some 160 countries. IUCN’s work is supported by 
over 1,000 staff in 45 offices and hundreds of partners in public, NGO and private sectors 
around the world. 
www.iucn.org 

   
 

 

 WWF 
WWF is one of the world’s largest and most respected independent conservation 
organizations, with almost 5 million supporters and a global network active in over 100 
countries. WWF’s mission is to stop the degradation of the planet’s natural environment 
and to build a future in which humans live in harmony with nature, by conserving the 
world’s biological diversity, ensuring that the use of renewable natural resources is 
sustainable, and promoting the reduction of pollution and wasteful consumption. 
www.panda.org 
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Annex	  3	  

Table	  1:	  Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Azerbaijan	  	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework  

Amend the Law of the Azerbaijan Republic 
“On electronic signature and electronic 
document”  

Digital signature is legally valid  
National 

Development of 
agency-level 
regulations  

Identify steps to establish ICT audit 
systems and information/data integrity and 
security systems  

A single ICT audit / information integrity and 
security procedure has been introduced for 
all government entities  

National 

Weak ICT 
infrastructure: gaps in 
Internet access 
provision in rural 
areas 

Strategic planning  Assess and prioritize needs in broadband 
services  

Priorities have been established with 
respect to investments in the development 
of broadband communication 

National 

Development of a 
civilized market of 
information services  

Take action to further liberalize the market 
of broadband services  

Market incentives to attract investments 
and new players to the broadband market 
have been created 

National 

Development of market 
incentive mechanisms  

Provide tax incentives and/or lending 
schemes for operators of projects providing 
broadband services in rural areas  

Incentives for investment in the 
development of broadband communication 
in rural areas have been strengthened 

National 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning and 
target programming 

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National 

Develop a strategic plan and/or program for 
promotion of IT penetration in f the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of 

The upgraded ICT infrastructure meets the 
requirements of modern software  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

technical facilities  ICTs in line with the established priorities  

Underdeveloped 
sectoral elements of 
the e-governance 
system  

Development of the e-
governance system 

Design a forest portal  
Access to information about forests and 
public services in the field of forest 
governance has been Increased 

National 

Create a system of legal information on 
forest governance issues on the forest 
portal  

Access to legal information has been 
Increased 

National 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Development of 
institutional framework 
for staff training for the 
forestry sector  

Create a centralized facility for staff training 
and continuing professional education  

A specialized facility for enhancement of 
the human capacity of forest sector 
professionals, in particular, in the use of 
ICTs, has been created 

National 

Staff training and 
continuing professional 
education 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National 

Conduct training courses for public sector 
employees based on the developed 
programs  

The ICT competence level of public sector 
employees has been increased 

National, Regional and 
Local  

Strengthening of 
human capacity  

Create incentives, in particular, by 
changing the pay system, to attract 
professionals skilled in the use of ICTs to 
the forestry sector 

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

National, Regional and 
Local  

Insufficient ICT 
competence and skills 
of target populations 
concerned with forests 

Strategic planning  Develop a communication 
strategy/program for community outreach  

Strategy/program for promotion of IT 
penetration in the forestry sector contains a 
section “Communication strategy", which 
includes such components as "Public 
education" and "Community feedback"  

National 

Community 
involvement in forest 
governance  

Develop and implement mobile 
applications for crowdsourcing in the field 
of forest governance  

The public is able to participate in forest 
governance through mobile applications 
and crowdsourcing technology  

National 

Advocacy and Conduct campaigns to inform and educate The level of public awareness and State level, Regional 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

educational outreach  the public on ICT matters  knowledge of ICT uses has increased and Local level 

Develop educational gaming applications 
on forest issues for children and 
adolescents  

The younger generation is able to receive 
information on forests and acquire ICT 
competence and skills while playing 

National 

Lack of scientific 
support for the 
process of IT 
development in the 
forestry sector  

Development of 
research on IT 
penetration in the 
forestry sector  

Stimulate R & D in ICT development and 
implementation in the forestry sector 
through public contracts and grant 
programs  

Sectoral research projects in the field of in 
ICT development and implementation in the 
forestry sector are underway 

National 
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Table	  2	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Armenia	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
system of agency-level 
regulations  

Develop agency-level regulations and 
procedures related to ensuring data 
integrity and information security, ICT 
audits, etc. 

Uniform information integrity and security 
regulation and ICT audit procedure, 
technical requirements (standards) for 
hardware and technical facilities have been 
introduced for all government entities of the 
forestry sector  

National 

Weak ICT 
infrastructure: gaps in 
Internet access 
provision in rural 
areas 

Policy-making and  
strategic planning 

Assess and prioritize needs in broadband 
services  

Priorities have been established with 
respect to investment in the development of 
broadband communication National 

Develop a strategy/program for 
development of telecommunication 
networks in rural areas in order to increase 
investment attractiveness and reduce costs.  

There is a policy and a long-term strategy 
for development of telecommunication 
networks, which promotes the development 
of a favorable investment climate for the 
development of broadband communication 
in rural areas.  

National 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning  

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National 

Develop a strategic plan and/or program for 
promotion of IT penetration in the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 
technical facilities  

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of ICTs 
in line with the established priorities  

The upgraded ICT infrastructure meets the 
requirements of modern software  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Development of the e-
governance system Design a forest portal  

Access to information about forests and 
public services in the field of forest 
governance has been Increased 

National 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Development of 
institutional framework 
for staff training for the 
forestry sector  

Create a centralized facility for staff training 
and continuing professional education  

A specialized facility for enhancement of 
the human capacity of forest sector 
professionals, in particular, in the use of 
ICTs, has been created 

National 

Staff training and 
continuing professional 
education 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National 

Strengthening of 
human capacity  

Create incentives, in particular, by changing 
the pay system, to attract professionals 
skilled in the use of ICTs to the forestry 
sector 

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

National 

	   	  



18	  
	  

Table	  3	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  the	  Republic	  of	  Belarus	  	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for IT penetration  

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” constraining ICT 
usage have been identified which allows for 
liberalization of the regulatory framework as 
pertains to to ICT  

National 

Create a regulatory environment and 
incentives for introduction of new systems 
and applications  

Regulations creating a regulatory 
environment and incentives for introduction 
of the developed applications have been 
drafted and / or updated  

National 

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Sociological studies 

Conduct a sociological study to identify the 
needs of end-users in the provision of 
public services in the field of forest 
governance in electronic format  

A report containing the findings of the 
sociological survey of target groups with a 
list of public services in the forestry sector 
that are of high priority for end-users and 
consumers, as well as their indicating their 
level of readiness for receiving these 
services in electronic format. This 
information will help to identify specific 
areas for ICT development in the 
framework of “e-government”.  

National 
Conduct a sociological study to determine 
the level of readiness of various users and 
stakeholders for conversion of public 
services into electronic format  

Existence of pending 
ICT development 
projects  

Completion of the 
launched ICT 
development projects  

Measures depend on the monitoring results and the actual completion of activities under the 2014-2015 Program  

Insufficient level of 
automation of forest 
governance functions 
and business 
processes  

Development and 
introduction of new 
ICT systems and 
applications  

Study current international practices in the 
development and implementation of 
innovative ICT systems and applications, 
and analyze their applicability and potential 
effectiveness in the Republic of Belarus  

Analytical report with a rationale of the 
innovative ICT systems and applications 
recommended for implementation  

National 

Identify priorities for the development and 
implementation of systems and applications 
in the Republic of Belarus  

A list of priority information systems and 
applications  National 
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Draft terms of reference and technical 
designs for development and / or adaptation 
of the selected systems and applications  

Technical documentation has been 
developed, which can be used to organize 
public procurement of services, as well as 
to conclude contracts for design services.  

National 

Design and pilot test the systems and 
applications  

Information systems and applications are 
ready for roll-out  National, Regional 
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Table	  4	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Georgia	  
ICT	  development	  

problem/constraint	  	  
ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Gaps in the regulatory 
framework 

Improvement of the 
system of agency-level 
regulations  

Develop agency-level regulations and 
procedures related to ensuring data 
integrity and information security, ICT 
audits, etc. 

Uniform information security regulations 
and ICT audit procedure, technical 
requirements (standards) for hardware and 
technical facilities, data archiving 
procedure, etc. have been introduced for all 
government entities of the forestry sector   
 

National	  

Weak ICT 
infrastructure: lack of 
Internet access in 
rural areas  

Strategic planning 
Implement the designed programs for 
provision of wireless internet access in rural 
areas  

Accessibility of the Internet in rural areas 
has increased  National	  

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning  

Conduct an ICT audit and identify priority 
areas for ICT development and 
implementation in the forestry sector  

There is relevant data on the level of e-
readiness of the sector (hardware and 
software availability and specifications). 
Priority ICTs for development and/or 
implementation in the forestry sector have 
been identified.  

National	  

Develop a strategic plan and/or program for 
promotion of IT penetration in the sector 

There is a strategy/program for promotion 
of IT penetration in the forestry sector National 

Weak ICT 
infrastructure: lack of 
modern hardware and 
technical facilities  

Strengthening of ICT 
infrastructure  

Purchase modern hardware and technical 
facilities necessary for development of ICTs 
in line with the established priorities  

The upgraded ICT infrastructure meets the 
requirements of modern software  National	  
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ICT	  development	  
problem/constraint	  	  

ICT	  development	  
area/element	  	  

Proposed	  solutions/measures	  	   Expected	  output	  	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	  	  

Develop a model and procedures for 
technical support of ICT and/or create a 
technical support center within the National 
Forestry Agency  

A model and procedures for technical 
support have been developed.  The ICT 
infrastructure is duly maintained and 
upgraded periodically as required.  

National	  

Insufficient level of 
automation of forest 
governance functions 
and business 
processes  

Support and 
development of the e-
governance system  

Develop specialized software tools and 
applications enabling integration of GIS 
capabilities and crowdsourcing technology 
into forest portals.  

Forest portals are used for data analysis 
and layerwise modeling based on the 
implemented sustainable forest 
management practices.  

National	  

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Strengthening of 
institutional framework 
for staff training for the 
forestry sector  

Train instructors at the Environmental 
Information and Education Center on the 
use of ICT.  
Develop online learning and technical 
assistance programs  
 

Qualifications of the teaching staff and the 
general ability of relevant organizations to 
conduct training in the use of ICTs, 
including through the introduction of new 
(online) learning forms, meet modern 
requirements  

National	  

Staff training and 
continuing professional 
education 

Assess training needs 

Target groups of specialists of state forest 
administration agencies have been 
identified and their training needs have 
been determined 

National	  

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals  

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

National	  

Conduct a series of training courses for 
employees of public sector organizations, in 
particular, for specialists of the ICT 
Technical Support Center  

Employees of public sector organizations 
engaged in forest governance have 
increased their level of competence and 
practical skills in the use of modern ICTs  

National, Regional and 
Local 
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Table	  5	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Moldova	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Strategic planning 

Analyze the functions and processes of 
state forest governance to identify possible 
and priority areas for design of applications 
for automation of these functions and 
processes 

Possible areas for automation of forest 
governance functions and processes, 
including priority areas, have been 
identified  

Moldsilva Agency, 
ICAS 

Determine investment needs for upgrading 
the ICT infrastructure, and specifically for 
procurement of modern hardware and 
technical facilities.  

Investment needs for upgrading the ICT 
infrastructure and procurement of modern 
hardware and technical facilities have been 
determined.  

Develop and approve a strategy (program) 
for  promotion of IT penetration in the 
forestry sector  

An approved 	  strategy (program) for  
promotion of IT penetration in the forestry 
sector 

Weak ICT 
infrastructure 

Strengthening of ICT 
infrastructure 

Develop a list of hardware and technical 
facilities needed to carry out specific 
business processes and/or functions of 
state forest administration.  

There is a list of hardware and technical 
facilities needed to carry out specific 
business processes and/or functions of 
state forest administration, which can be 
included in the strategy (program) for 
promotion of IT penetration in the forestry 
sector.  

Moldsilva Agency, 
ICAS 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for IT penetration 

Develop common technical specifications 
(standards) for procurement of hardware 
and technical facilities for each equipment 
category and/or application.  

There are common specifications 
(standards), which may be used to organize 
public procurement of hardware and 
technical facilities.  

Moldsilva Agency, 
ICAS 

Weak ICT 
infrastructure 

Strengthening of ICT 
infrastructure 

Purchase modern hardware and technical 
facilities through tendering  

The necessary hardware and technical 
facilities have been purchased Moldsilva Agency 

Develop a model and procedures for 
technical support of ICT and/or create a 
technical support center within the 
Moldsilva Agency  

A model and procedures for technical 
support have been developed.  The ICT 
infrastructure is duly maintained and 
upgraded periodically as required.  

Moldsilva Agency , 
ICAS 

Insufficient level of 
automation of forest 
governance functions 

Development of  
automation of forest 
governance functions 

Develop and approve Terms of Reference 
(TORs) for design of applications for 
automation of priority forest governance 

TORs have been developed, which can be 
used to organize public procurement of 
services  

Moldsilva Agency, 
ICAS 
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and business 
processes 

and business 
processes  

functions and business processes  

Hold tenders for placing orders and design 
and pilot test the applications  

Service providers for design of applications 
have been identified. Among other things, 
the providers’ responsibilities include pilot 
testing, development of training materials 
and training of end users  

Moldsilva Agency 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
for  promotion of IT 
penetration 

Create a regulatory environment for the roll 
out of the designed applications  

Regulations creating a regulatory 
environment and incentives for introduction 
of the designed applications have been 
drafted and / or updated 

Moldsilva Agency, 
ICAS 

Lack of a specialized 
structural unit for 
implementation of 
functions related to 
ICT development in 
the forestry sector 

Strengthening of 
institutional framework 
for  IT development in 
the forestry agency  

Create a specialized structural unit 
responsible for design and implementation 
of IT development policy for the forestry 
sector  

A structural unit (department, office, unit,  
center) has been formed within the central 
body of the Moldsilva Agency or the Forest 
Research and Management Institute 
(ICAS), which has been entrusted with the 
design and implementation of sectoral IT 
development policy and the implementation 
of ICT technical support  

Moldsilva Agency, 
ICAS 

Furnish the created structural unit with the 
necessary hardware and technical facilities  

Strengthening of 
human resource 
capacity  

Staffing of the created structural unit  

Specialists of the structural unit have a 
strong expertise in software and technical 
support of modern ICTs and can effectively 
carry out their functions  

Moldsilva Agency, 
ICAS 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revision of curricula of forest 
sector educational institutions to improve 
the quality of ICT education of future 
forestry professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

Moldsilva Agency, 
ICAS 

Develop a modular training program on ICT 
subjects for target categories of forest 
sector professionals 

A training program and training modules for 
forestry sector professionals, specific to 
their job (functions and responsibilities), 
have been developed 

Moldsilva Agency, 
ICAS 

Development of 
institutional framework 
for staff training for the 
forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals on the basis of 
relevant academic institutions and/or 
consulting organizations  

A system for continuous improvement of 
computer literacy of forestry professionals 
has been created on the basis of relevant 
academic institutions and/or consulting 
organizations 

Moldsilva Agency, 
ICAS 

Personnel policies 
Revise the qualification requirements for 
forestry professionals and managers, 	  
taking into account the need for ICT 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 

Moldsilva Agency, 
ICAS 
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knowledge and skills ICT usage, as well as on the decisions 
relating to the further development of ICT.  

Develop a system of incentives attract and 
secure qualified professionals in the sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

Moldsilva Agency, 
ICAS 
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Table	  6	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Russia	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Gaps in the agency-
level regulatory 
framework: suboptimal 
document 
management, 
reporting and 
information flow 
structure of the 
forestry agency 

Optimization of 
document 
management, agency-
level reporting and 
information flow 
structure 

Analyze the agency-level document 
management system to exclude redundant 
(“unnecessary”), duplicated and overly 
detailed information. 

Reduction of the amount of data collected 
and reflected in the agency-level statistics, 
and simplification of the structure of 
information flows has reduced labor inputs 
and facilitated automation of the process 

Federal Forestry 
Agency 

Develop optimized data lists for collection 
and analysis at each level of forest 
governance (from local forest districts to the 
Federal Forestry Agency (Rosleskhoz)) 

Optimized data lists and reporting forms for 
each governance level have been 
developed, which facilitates automation of 
the data collection and aggregation process 
and reduces information traffic. 

Develop customized forms for reporting and 
aggregation of data for transfer between 
governance levels 

Lack of strategy for 
promotion of IT 
penetration in the 
forestry sector 

Evaluation of ICT 
availability and 
effectiveness 

Perform ICT audit to determine the current 
status of the agency in terms of availability 
of hardware and technical facilities; the 
current state of information security; all the 
forest governance functions and processes 
that are either covered or not covered by 
ICTs; priorities for design and 
implementation of purpose-built 
applications and forestry sector information 
systems  

Report with ICT audit results 

Federal Forestry 
Agency, Ministry of 
Communications of the 
Russian Federation 

Analyze and evaluate the cost-
effectiveness of ICT use in the most labor- 
and resource-intensive processes of forest 
governance  

Analytical report evaluating the 
effectiveness of ICT use with recommended 
focus areas and measures to improve it  

Federal Forestry 
Agency 

Sociological studies 

Conduct sociological studies to identify the 
needs of end-users in the provision of 
public services in the field of forest 
governance in electronic format, as well as 
the level of readiness of various users and 
stakeholders for digitization of public 
services  

A list has been prepared specifying the 
public services in the forestry sector that 
are of high priority for end-users and 
consumers, as well as indicating their level 
of readiness for receiving these services in 
electronic format. This information will help 
to identify specific areas for ICT 
development in the framework of “e-

Federal Forestry 
Agency 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

government”.  

 Strategic planning and 
target programming 

Develop and adopt strategies and/or 
targeted programs for promotion of IT 
penetration in the forestry sector at the 
federal and regional levels  

Approved strategies and/or targeted 
programs for promotion of IT penetration in 
the forestry sector at the federal and 
regional levels  

Federal Forestry 
Agency, regional forest 
governance agencies 

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 

Revise and expand the range of information 
and data that should be made available to 
the stakeholders and the public free of 
charge. Change the format of data 
provision. 

An extended list of available information 
and electronic formats of data provision (for 
example, the attribute data of forest 
inventory and vectorized cartography) 
create incentives for large-scale 
implementation and use of GIS technology 
in the forestry sector. 

Federal Forestry 
Agency, with the 
participation of 
stakeholders 

Develop sectoral standards and guides in 
order to standardize baseline data used by 
modern ICTs  

Uniform  sectoral standards and guides 
provide baseline conditions enabling 
integration of various ICTs and free data 
exchange 

Ministry of Natural 
Resources, Federal 
Forestry Agency, 
Ministry of 
Communications of the 
Russian Federation  

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” have been 
identified which allows for liberalization of 
the regulatory framework as pertains to ICT  

Federal Forestry 
Agency 

Develop and approve detailed guidelines to 
automate the processes of preparing 
mandatory forest planning documents  

Guidelines have been developed, which 
provide basic preconditions for designing 
applications for automation of the forestry 
planning processes   

Federal Forestry 
Agency 

Eliminate regulatory and legal restrictions 
on the work with cartographic information  

There are no restrictions on the work with 
cartographic information, which creates a 
favorable climate for development of small 
and medium-sized businesses in the field of 
forestry mapping and information services 
in the forestry sector and promotes the use 
of GIS. Increased competition results in 
lower costs and higher quality of the 
services provided. 

Federal Forestry 
Agency, Ministry of 
Natural Resources 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Lack of state support 
and incentives for 
development of the 
market of sectoral 
information services  

Creation of a favorable  
climate for 
development of a 
civilized market of 
information services in 
the forestry sector 

Develop and introduce tax benefits for IT 
companies, whose activities are related to 
ICT development and implementation in the 
forestry sector 

The investment climate is favorable for 
attracting investments into the development 
of new ICTs, hardware and software for use 
in the forestry sector.  

The RF Government, 
Federal Forestry 
Agency, Ministry of 
Communications of the 
Russian Federation  

Establish a mechanism to subsidize 
innovative projects relating to ICT 
development and implementation in the 
forestry sector 

Increase the accessibility of information, in 
particular photographic images and ERS 
data received from Russian satellites in the 
framework of programs financed from the 
budget of the Russian Federation  

Additional incentives for large-scale 
implementation of GIS technologies in the 
forestry sector have been created.  

Ministry of 
Communications of the 
Russian Federation, 
the Federal Forestry 
Agency, Federal 
Space Agency 
(Roscosmos)  

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revision of curricula of forest 
sector educational institutions to improve 
the quality of ICT education of future 
forestry professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

Ministry of Education 
and Science of the 
Russian Federation, 
Ministry of 
Communications of the 
Russian Federation, 
Federal Forestry 
Agency 

Develop modular training programs and/or 
training courses on ICT usage for forest 
sector professionals 

Training programs and modules for forestry 
sector professionals, specific to their job 
(functions and responsibilities), have been 
developed 

Federal Forestry 
Agency 

Development of 
institutional framework 
for staff training for the 
forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals (videos, regular 
themed columns in sectoral publications, 
etc.) on the basis of FBE “Saint-Petersburg 
Forestry Research Institute” or other 

A system for continuous improvement of 
computer literacy of forestry professionals 
has been created on the basis of existing 
academic institutions and/or consulting 
organizations   

Federal Forestry 
Agency 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

relevant academic institutions and/or 
consulting organizations  

Personnel policies 

Revise the qualification requirements for 
forestry professionals and managers, taking 
into account the need for ICT knowledge 
and skills 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 
ICT use, as well as on the decisions 
relating to the further development of ICT.  

Federal Forestry 
Agency 

Develop a system of incentives to attract 
and secure qualified professionals in the 
sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 

Federal Forestry 
Agency, regional forest 
governance agencies 
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Table	  7	   Road	  map/possible	  action	  plan	  for	  the	  promotion	  of	  IT	  penetration	  in	  forest	  governance	  in	  Ukraine	  
ICT	  development	  

problem/constraint	   
ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Gaps in the regulatory 
framework 

Improvement of the 
regulatory framework 
and methodological 
framework for using 
ICT 

Revise and expand the range of information 
and data that should be made available to 
the stakeholders and the public free of 
charge, as well as the forms of information 
delivery` A legal framework has been established for 

making a significant part of information on 
forests and forestry publicly available. 
Forestry enterprises are able to recover the 
costs of preparing information upon 
request. The grounds for conflicts over 
restricted access to information have been 
eliminated. 

State Forestry Agency 

Assess information needs of the target 
groups and determine the list of information 
for open access publication and provision 
upon request  

State Forestry Agency, 
Ministry of Agrarian 
Policy, Ministry of 
Environment, Forestry 
Complex Associations 
and NGOs 

Develop a procedure for recovery of costs 
related to the provision of information upon 
request  

State Forestry Agency 
involving 
Ukrgoslesproekt and 
Ukrleskonsalting 

Analyze the agency-level document 
management system to exclude redundant 
(“unnecessary”), duplicated and overly 
detailed information. 

The conditions for introduction of electronic 
document management: systems have 
been created: problems associated with 
duplication of information and different 
approaches to coding and classification 
have been eliminated 

State Forestry Agency, 
State Statistical 
Committee (with the 
assistance of research 
institutes and design 
organizations) 

Harmonize the used national standards and 
classification codes with international ones 

Revise forestry rules and regulations to 
identify provisions that impede ICT 
implementation 

Regulatory “bottlenecks” constraining ICT 
usage have been identified which allows for 
liberalization of the regulatory framework as 
pertains to ICT 

State Forestry Agency, 
Ministry of Agrarian 
Policy (with the 
assistance of research 
institutes and design 
organizations) 

Weak ICT 
infrastructure Strengthening of ICT 

infrastructure 

Ensure that the state forest administration 
agencies, forestry enterprises and 
institutions have access to high-speed 
Internet  

State entities of the forestry sector at all 
levels have access to the Internet.  

State Forestry Agency, 
regional forestry and 
game management 
offices, forestry 
enterprises and 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Upgrade and legalize software  
The software of state entities of the forestry 
sector has been upgraded and is properly 
licensed  

organizations, subject 
to mandatory 
coordination of 
activities 

Purchase modern hardware and technical 
facilities necessary for ICT development  

The upgraded ICT infrastructure meets the 
requirements of modern software 

Insufficient ICT 
competence and skills 
of the forest agency 
specialists 

Staff training and 
continuing professional 
education 

Review and revise curricula of forest sector 
educational institutions to improve the 
quality of ICT education of future forestry 
professionals  

Educational background of future forestry 
professionals meets modern requirements 
pertaining to ICT competence and skills  

State Forestry Agency, 
Ministry of Agrarian 
Policy, Ministry of 
Education, with the 
active participation of 
forestry universities, 
colleges, retraining 
centers, as well as 
research institutes and 
design organizations 
of the forestry sector 

Create a system for continuous 
improvement of computer literacy of 
forestry professionals  

ICT competence and skills of forestry 
professionals contribute to higher 
effectiveness of ICT application in the forest 
governance system. 

Personnel policies 

Revise the qualification requirements for 
forestry professionals and managers, taking 
into account the need for ICT knowledge 
and skills 

The revised qualification requirements, 
including those for managerial positions, 
have a positive impact on the efficiency of 
ICT usage, as well as on the decisions 
relating to the further development of ICT.  

Develop a system of incentives to attract 
and secure qualified professionals in the 
sector  

The system of incentives allows for 
attracting and securing professionals with a 
high level of ICT competence and skills in 
the forestry sector 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

Underdeveloped 
sectoral elements of 
the e-governance 
system 

Development of the e-
governance system 

Design the web-portal of State Forestry 
Agency and make the following  information 
available thereon:  
- state forest inventories;  
- Databases with information on the 
approved annual allowable cuts and issued 
felling permits;  
- Statistical and legal information. 

Access to information on forests and to 
public services in the field of forest 
governance has increased. Effectiveness of 
measures against corruption and other 
offences has been enhanced. 

State Forestry Agency, 
regional forestry and 
game management 
offices, Ministry of 
Agrarian Policy and 
Ministry of 
Environment 
(depending on the 
separation of functions 
in the course of the 
reform)  

Develop applications for provision of 
electronic administrative services related to 
certification, licensing, issuance of felling 
permits, registration of hunter’s cards, etc., 
through the portals  

Development of the e-
governance system 

Design the web-portal of the State Forest 
Company and make the following  
information available thereon: 
 - Information on the electronic reporting 
system for provision of data on forest 
management and financial performance;  
- Internet-based timber trading system 
- E-tendering system for the provision of 
services and public procurement. 

Access to information on forests and to 
public services in the field of forest 
governance has increased. Effectiveness of 
measures against corruption and other 
offences has been enhanced. 

State Forest Company 
(to be established in 
the first half of 2016) 

Develop communications within both 
entities  

Large number of 
pending ICT 

Completion of the 
launched ICT 

Complete the roll out of the Electronic 
Document Management System, taking into 

The investments in the creation of ICT-
based applications have started to pay off 

State Forestry Agency, 
regional forestry and 
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ICT	  development	  
problem/constraint	   

ICT	  development	  
area/element	   

Proposed	  solutions/measures	   Expected	  output	   Recommended	  level	  
of	  decision-‐making	  
and	  participating	  
organizations	   

development projects  development projects account the deficiencies identified during 
the operation  

due to the improved quality of forest 
management and higher efficiency of timber 
sales.  

game management 
offices, forestry 
enterprises and 
organizations, subject 
to mandatory 
coordination of 
activities 

Improve the system for issuing of timber 
origin certificates harnessing the potential 
of ICTs   
Finalize and implement a field GIS for 
foresters  
Finalize the development of an interactive 
map of Ukrainian forests  
Improve the forest fire detection system 
with a view to operating it within a single 
forest company and utilizing the potential of 
modern ERS  
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Table	  8.	  	  Roadmap	  Designer	  for	  Promotion	  of	  IT	  Penetration	  in	  the	  in	  the	  Field	  of	  Forest	  Governance	  
ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

Gaps in the 
regulatory 
framework 

Introduction of electronic digital signature Electronic digital signature is legally valid 

Development of legal framework for ICT audit  A uniform ICT audit procedure has been introduced for all government 
entities  

Development of legal framework for data integrity and information 
security 

Regulatory standards for ensuring data integrity and information security 
are in place 

Revision of forestry rules and regulations to identify provisions that 
impede ICT implementation  

Regulatory “bottlenecks” constraining ICT usage have been identified 
which allows for liberalization of the regulatory framework as pertains to 
ICT  

Creation of a regulatory environment and incentives for introduction 
of new systems and applications  

Regulations creating a regulatory environment and incentives for 
introduction of the developed applications have been drafted and / or 
updated  

Development of common technical specifications (standards) for 
procurement of hardware and technical facilities for each equipment 
category and/or application  

There are common specifications (standards), which may be used to 
organize public procurement of hardware and technical facilities. 

Revision and expansion of the range of information and data that 
should be made available to the stakeholders and the public free of 
charge.  

An extended list of available information and electronic formats of data 
provision (for example, the attribute data of forest inventory and 
vectorized cartography) create incentives for large-scale implementation 
and use of GIS technology in the forestry sector  

Development of sectoral standards and guides in order to 
standardize baseline data used by modern ICTs  

Uniform  sectoral standards and guides provide baseline conditions 
enabling integration of various ICTs and free data exchange  

Development and approval of detailed guidelines to automate the 
processes of preparing mandatory forest planning documents  

Guidelines have been developed, which provide basic preconditions for 
designing applications for automation of the forestry planning processes   

Elimination of regulatory and legal restrictions on the work with 
cartographic information  

There are no restrictions on the work with cartographic information, 
which creates a favorable climate for development of small and medium-
sized businesses in the field of forestry mapping and information 
services in the forestry sector and promotes the use of GIS. Increased 
competition results in lower costs and higher quality of the services 
provided.  

Development of a procedure for recovery of costs related to the 
provision of information upon request  

There is a procedure for recovery of costs related to the preparation of 
public information available upon request, which ensures transparency 
of the information provision procedure  

Analysis of the agency-level document management system to 
exclude redundant (“unnecessary”), duplicated and overly detailed 
information 

Reduction of the amount of data collected and reflected in the agency-
level statistics, and simplification of the structure of information flows has 
reduced labor inputs and facilitated automation of the process  

Development of optimized data lists for collection and analysis at Optimized data lists for each governance level have been developed   
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

each level of forest governance (national, regional and municipal) 

Development of customized forms for reporting and aggregation of 
data for transfer between governance levels  

Reporting forms for each governance level have been developed, which 
facilitates automation of the data collection and aggregation process and 
reduces information traffic 

Harmonization of the used national standards and classification 
codes with international ones  

Problems associated with duplication of information and different 
approaches to coding and classification have been eliminated  

Weak ICT 
infrastructure 

Assessment and prioritization of needs in broadband services  Priorities have been established with respect to investments in the 
development of broadband communication  

Taking action to further liberalize the market of broadband services  Market incentives to attract investments and new players to the 
broadband market have been created  

Provision of tax incentives and/or lending schemes for operators of 
projects providing broadband services in rural areas  

Incentives for investment in the development of broadband 
communication in rural areas have been strengthened  

Development of a list of hardware and technical facilities needed to 
carry out specific business processes and/or functions of state forest 
administration 

There is a list of hardware and technical facilities compiled to support 
computerization of particular functions, business processes and/or 
workstations of specific professionals  

Purchase of modern hardware and technical facilities through 
tendering   

The upgraded ICT infrastructure meets the requirements of modern 
software  

Development of a strategy/program for development of 
telecommunication networks in rural areas in order to increase 
investment attractiveness and reduce costs 

There is a policy and a long-term strategy for development of 
telecommunication networks, which promotes the development of a 
favorable investment climate for the development of broadband 
communication in rural areas 

Implementation of the designed programs for provision of wireless 
internet access in rural areas  Accessibility of the Internet in rural areas has increased  

Development of a model and procedures for technical support of ICT 
and/or creation of a technical support center within the forestry 
agency  

A model and procedures for technical support have been developed.  
The ICT infrastructure is duly maintained and upgraded periodically as 
required.  

Upgrade and legalization of software  The software of state entities of the forestry sector has been upgraded 
and is properly licensed  

Lack of strategy 
for promotion of IT 
penetration in the 
forestry sector 

Performance of an ICT audit to determine the current status of the 
agency in terms of availability of hardware and technical facilities; the 
current state of information security; all the forest governance 
functions and processes that are either covered or not covered by 
ICTs; priorities for design and implementation of purpose-built 
applications and forestry sector information systems  

There is relevant data on the level of e-readiness of the sector 
(hardware and software availability and specifications). Priority ICTs for 
development and/or implementation in the forestry sector have been 
identified  

Development of a strategic plan and/or program for promotion of IT 
penetration in the sector  

There is a strategy/program for promotion of IT penetration in the 
forestry sector  
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

Analysis of the functions and processes of state forest governance to 
identify possible and priority areas for design of applications for 
automation of these functions and processes  

Possible areas for automation of forest governance functions and 
processes, including priority areas, have been identified  

Identification of investment needs for upgrading the ICT 
infrastructure, and specifically for procurement of modern hardware 
and technical facilities  

Investment needs for upgrading the ICT infrastructure and procurement 
of modern hardware and technical facilities have been determined 

Analysis and evaluation of the cost-effectiveness of ICT use in the 
most labor- and resource-intensive processes of forest governance  

Analytical report evaluating the effectiveness of ICT use with 
recommended measures to improve it  

Underdeveloped 
sectoral elements 
of the e-
governance 
system 

Sociological study to identify the needs of end-users in the provision 
of public services in the field of forest governance in electronic 
format, as well as the level of readiness of various users and 
stakeholders for digitization of public services  

A list has been prepared specifying the public services in the forestry 
sector that are of high priority for end-users and consumers, as well as 
indicating their level of readiness for receiving these services in 
electronic format. This information will help to identify specific areas for 
ICT development in the framework of “e-government”.   

Design of a web-portal Access to information on forests and to public services in the field of 
forest governance has increased 

Creation of a system of legal information on forest governance issues 
on the forest portal  Access to legal information has increased 

Development of applications for provision of electronic administrative 
services related to certification, licensing, issuance of felling permits, 
registration of hunter’s cards, etc., through the portals  

Access to information on forests and to public services in the field of 
forest governance has increased. Effectiveness of measures against 
corruption and other offences has been enhanced 

Insufficient level 
of automation of 
forest governance 
functions and 
business 
processes 

Study of current international practices in the development and 
implementation of innovative ICT systems and applications, and 
analysis of their applicability and potential effectiveness  

Analytical report with a rationale of the innovative ICT systems and 
applications recommended for implementation  

Development of specialized software tools and applications enabling 
integration of GIS capabilities and crowdsourcing technology into 
forest portals  

Forest portals are used for data analysis and layerwise modeling based 
on the implemented sustainable forest management practices 

Identification of priorities for the development and implementation of 
IC systems and applications  A list of priority IC systems and applications  

Development of terms of reference and technical designs for 
development and / or adaptation of priority IC systems and 
applications  

Technical documentation has been developed, which can be used to 
organize public procurement of services, as well as to conclude 
contracts for design services  

Conducting tenders for placing orders, design and pilot testing of IC 
systems and applications  

New IC systems and applications are ready for large-scale 
implementation  

Insufficient ICT 
competence and 
skills of the forest 

Creation of a centralized facility for staff training and continuous 
professional education, in particular, on the use of ICT within the 
forest agency  

A specialized facility for enhancement of the human capacity of forest 
sector professionals, in particular, in the use of ICTs, has been created  
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

agency specialists  Assessment of training needs Target groups of specialists of state forest administration agencies have 
been identified and their training needs have been determined  

Development of a modular training program on ICT subjects for target 
categories of forest sector professionals  

A training programs and training modules for forestry sector 
professionals, specific to their job (functions and responsibilities), have 
been developed  

Development of an online learning / technical assistance program  An online learning / technical assistance program for end-users of ICT 
has been developed  

Conducting training courses for employees of public sector 
organizations in line with the developed programs  

Qualifications of the teaching staff and the general ability of relevant 
organizations to conduct training in the use of ICTs, including through 
the introduction of new (online) learning forms, meet modern 
requirements  

Creation of incentives, in particular, by changing the pay system, to 
attract professionals skilled in the use of ICTs to the forestry sector  

The system of incentives allows for attracting and securing professionals 
with a high level of ICT competence and skills in the forestry sector  

Revision of the qualification requirements for forestry professionals 
and managers, taking into account the need for ICT knowledge and 
skills  

The revised qualification requirements, including those for managerial 
positions, will have a positive impact on the efficiency of ICT usage, as 
well as on the decisions relating to the further development of ICT 

Review and revision of the curricula of forest sector educational 
institutions to improve the quality of ICT education of future forestry 
professionals  

Educational background of future forestry professionals meets modern 
requirements pertaining to ICT competence and skills  

Creation of a system for continuous improvement of computer literacy 
of forestry professionals on the basis of relevant academic institutions 
and consulting organizations  

A system for continuous improvement of computer literacy of forestry 
professionals has been created on the basis of existing academic 
institutions and consulting organizations  

Insufficient ICT 
competence and 
skills of target 
populations 
concerned with 
forests  

Development of a communication strategy/program for community 
outreach  

Strategy/program for promotion of IT penetration in the forestry sector 
containing a section “Communication strategy", which includes such 
components as "Public education" and "Community feedback"  

Development  and implementation of mobile applications for 
crowdsourcing in the field of forest governance  

The public is able to participate in forest governance through mobile 
applications and crowdsourcing technology  

Campaigns to inform and educate the public on ICT matters The level of public awareness and knowledge of ICT uses has increased  
Development of educational gaming applications on forest-related 
issues for children and adolescents  

The younger generation is able to receive information on forests and 
acquire ICT competence and skills while playing  

Lack of a 
specialized 
structural unit for 
implementation of 
functions related 
to ICT 

Creation of a specialized structural unit responsible for design and 
implementation of IT development policy for the forestry sector  

A structural unit (department, office, unit,  center) has been formed 
within the forestry agency, which has been entrusted with the design and 
implementation of sectoral IT development policy and the 
implementation of ICT technical support   
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ICT development 
problem/constrai

nt 
Possible solutions/measures Expected output 

development in 
the forestry sector 
Lack of state 
support and 
incentives for 
development of 
the market of 
sectoral 
information 
services 

Development and introduction of tax benefits for IT companies, 
whose activities are related to design and implementation of ICT in 
the forestry sector  

A favorable investment has been created for attracting investments into 
the development of new ICTs, hardware and software for use in the 
forestry sector.  

Establishment of a mechanism to subsidize innovative projects 
relating to development and implementation of ICT in the forestry 
sector  

A favorable investment has been created for attracting investments into 
the development of new ICTs, hardware and software for use in the 
forestry sector.  

Increased accessibility of information, in particular photographic 
images and ERS data funded from the public budget   

Additional incentives for large-scale implementation of GIS technologies 
in the forestry sector have been created 

Lack of scientific 
support for the 
process of IT 
development in 
the forestry sector  

Promotion of R & D projects in ICT development and implementation 
in the forestry sector through public contracts and grant programs  

Sectoral research projects in the field of in ICT development and 
implementation in the forestry sector are underway  
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About FLEG II (ENPI East) Program  
The Forest Law Enforcement and Governance (FLEG) II European Neighbourhood and Partnership 
Instrument (ENPI) East Countries Program supports participating countries’ forest governance. At the 
regional level, the Program aims to implement the 2005 St. Petersburg FLEG Ministerial Declaration and 
support countries to commit to a time-bound action plan; at the national level the Program will review or 
revise forest sector policies and legal and administrative structures; and improve knowledge of and support 
for sustainable forest management and good forest governance in the participating countries, and at the 
sub-national (local) level the Program will test and demonstrate best practices for sustainable forest 
management and the feasibility of improved forest governance practices at the field-level on a pilot basis. 
Participating countries include Armenia, Azerbaijan, Belarus, Georgia, Moldova, Russia, and Ukraine. The 
Program is funded by the European Union.  
http://www.enpi-fleg.org 
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 EUROPEAN COMMISSION  
The European Union is the world’s largest donor of official development assistance. The 
European Commission’s Directorate General for European Neighbourhood Policy and 
Enlargement Negotiations (DG NEAR) manages the bulk of the Union’s financial and 
technical assistance to the neighbourhood and enlargement countries. By implementing 
assistance actions in Europe’s eastern and southern neighbourhood, DG NEAR supports 
reform and democratic consolidation, and strengthens the prosperity, stability and 
security around Europe. DG NEAR helps to promote EU values, policies and interests in 
this region, and to contribute to developing the special relationship of the EU with its 
neighbouring countries. 
http://ec.europa.eu/index_en.htm 

   
 

 
 WORLD BANK 

The World Bank Group is one of the world’s largest sources of knowledge and funding for 
its 188 member-countries. The organizations that make up the World Bank Group are 
owned by the governments of member nations, which have the ultimate decision-making 
power within the organizations on all matters, including policy, financial or membership 
issues. The World Bank Group comprises five closely associated institutions: the 
International Bank for Reconstruction and Development (IBRD) and the International 
Development Association (IDA), which together form the World Bank; the International 
Finance Corporation (IFC); the Multilateral Investment Guarantee Agency (MIGA); and 
the International Centre for Settlement of Investment Disputes (ICSID). Each institution 
plays a distinct role in the World Bank Group’s mission to end extreme poverty by 
decreasing the percentage of people living on less than $1.25 a day to no more than 3 
percent, and promote shared prosperity by fostering the income growth of the bottom 40 
percent for every country. For additional information please visit: 
http://www.worldbank.org, http://www.ifc.org, http://www.miga.org 

   
 

 

 IUCN 
IUCN, International Union for Conservation of Nature, helps the world find pragmatic 
solutions to our most pressing environment and development challenges. IUCN’s work 
focuses on valuing and conserving nature, ensuring effective and equitable governance 
of its use, and deploying nature-based solutions to global challenges in climate, food and 
development. IUCN supports scientific research, manages field projects all over the 
world, and brings governments, NGOs, the UN and companies together to develop 
policy, laws and best practice. IUCN is the world’s oldest and largest global 
environmental organisation, with more than 1,200 government and NGO members and 
almost 11,000 volunteer experts in some 160 countries. IUCN’s work is supported by 
over 1,000 staff in 45 offices and hundreds of partners in public, NGO and private sectors 
around the world. 
www.iucn.org 

   
 

 

 WWF 
WWF is one of the world’s largest and most respected independent conservation 
organizations, with almost 5 million supporters and a global network active in over 100 
countries. WWF’s mission is to stop the degradation of the planet’s natural environment 
and to build a future in which humans live in harmony with nature, by conserving the 
world’s biological diversity, ensuring that the use of renewable natural resources is 
sustainable, and promoting the reduction of pollution and wasteful consumption. 
www.panda.org 

	  


